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Safety and Security of Nuclear Energy Installations: 

Global Practices and the Ukrainian case 

Dr. Rajiv Nayan, Senior Research Associate, MP-IDSA 

The Russian-Ukraine conflict has once again lime-lighted for the 

international community the dangers inherent in the applications of nuclear 

energy.  Both Russia, and the Western countries which are backing Ukraine, 

have been raising issues about employing nuclear weapons. Sometimes, it 

appears that matters have turned serious and will escalate the conflict to 

extremely alarming heights. However, a closer examination of the statements 

from both sides indicates that the threat of using nuclear weapons is projected 

either to extract concessions or mobilise public opinion. The media has been 

playing a supporting role in this game. Fortunately, nuclear weapons politics 

has not crossed the danger mark as yet. 

The armed conflict between Russia and Ukraine has undoubtedly created 

“extraordinary circumstances” posing challenges and eventually greater dangers 

to nuclear installations and nuclear materials. The struggle has further brought 

into the limelight – the security1(preventing malicious acts) and the 

safety2(preventing accidents) ochf nuclear energy installations. The spectre of 

radiation haunts the global community as the Russian armed forces attack and 

take control of some of the nuclear installations, even if momentarily.  

Some commentators see a design in the attack and talk about the use of 

nuclear power plants as a tool of warfare.3Attacks on these installations range 

from a strike to damage the reactor, to an attack on a spent nuclear fuel cooling 

pool; to a strike to interrupt its electrical supply which in turn could lead to the 

melting of the core as it had happened in Fukushima.4The most feasible scenario 

was that of a Russian attack on the less sheltered pool, which stores spent fuel.  

The argument goes that by assaulting nuclear installations, Russia will 

succeed in not only mitigating their non-proliferation concerns that Ukraine 

may use spent fuel to build a nuclear bomb, but also to spread radiation to the 



neighbouring European countries, which are  militarily supporting Ukraine.5 

However, in general, pundits are dismissive of the alarmist picture painted by 

Ukraine and supported by some Western analysts.   Yet there is no denying that 

the conflict has looked like crossing the redline several times, and thus, bringing 

into question the state of affairs of nuclear safety and security practices in 

practice globally; and in Ukraine in particular. The paper enumerates dominant 

global practices for nuclear safety and security and examines whether these 

practices are being followed during this Russia-Ukraine conflict.  

Incidents 

Ukraine operates 15 nuclear power reactors at four sites or complexes. On 

25 February 2022, at the very beginning of the conflict, these power plants were 

providing more or less half of the electricity required by the country. Many of 

these reactors remained connected to the grid. Some of them were temporarily 

shut down because of serious military activities. Ukraine never shut down all its 

nuclear reactors during the conflict. Till 11 July 2022, an average of six 

reactors, have been operating at any time during the conflict. 

Regarding the attack or disruption of Ukraine's nuclear facilities; diverse 

claims and counterclaims have been made. There is no denying that nuclear 

installation after nuclear installation is under threat.  Russia and Ukraine-- the 

two parties to the conflict—often give different factual accounts. Although the 

IAEA version seems to have been the most authentic source of information 

about the nuclear situation in Ukraine, the warring parties present narratives 

quite different to the views of the IAEA. 

The first facility that raised concerns was the Chernobyl nuclear plant. 

 On 24 February 2022, the Ukrainian government informed that “unidentified 

armed forces” had captured the complexes of the State Specialized Enterprise 

Chernobyl Nuclear Power Plants.6 However, just a day after, Ukraine clarified 

that the nuclear power plants complex was under its control but expressed 

difficulties in rotating the maintenance staff. This problem and the poor 



operating conditions of the maintenance staff continue even now. In March 

2022, the Ukrainian government reported a disruption of power supply, which 

had disturbed the maintenance of the required temperature of some of the 

facilities, and increased the possibility of melting of nuclear fuel rods, which in 

turn would have raised the radiation level. Later, the power supply was restored. 

However, the complex is quite frequently threatened by bush or forest fires. The 

conflict made extinguishing and managing these fires quite complicated.  

On 25 February 2022, came the report of the destruction of an electrical 

transformer at a low-level radioactive waste disposal unit located in Kharkiv. 

On 26 February 2022, a missile strike on a radioactive waste disposal site in 

Kyiv grabbed the limelight. However, in the first week of March, Ukraine 

claimed that a new nuclear research site generating radioisotopes to be used in 

medical and industrial products had also been hit in Kharkiv.7Later, an 

unexploded 9K58 Smerch multiple launch rocket system was found.8On 25 June  

2022, Ukraine reported that a nuclear research facility in the north-eastern city 

of Kharkiv had been damaged by the Russian shelling 

Zaporizhzhya Nuclear Power Plant (ZNPP) has been constantly under 

military pressure. This is the biggest nuclear power plant complex in Ukraine 

housing six reactors.  On 27 February 2022, the Ukrainian authority reported the 

movement of Russian troops towards this complex, and the next day, the troops 

reached the complex. However, they did not enter the complex. On 1 March 

2022, the IAEA stopped receiving data from International Radiation Monitoring 

Information System installed in the ZNPP complex, though it had nothing to do 

with military activities in the area. This was soon restored however. 

Later, on 4 March 2022, some media reported attack on the nuclear 

reactors at the Zaporizhzhya complex leading to anxious debate the world over. 

However, it became clear that a ‘projectile’ had hit a training centre situated 

near ZNPP.9A localized fire became a subject of speculation and concern, 

though it was doused soon. A laboratory building and an administrative 



structure were also apparently hit. Even when Russian forces started controlling 

the area in which ZNPP is located, Ukrainian personnel were allowed to operate 

the nuclear reactors.  Disruption of power supply was reported at this complex 

as well.10Ukraine said that the cooling system along with the diesel generator 

building of the facility was badly damaged.    

Global Rules and Practices 

The expansion of nuclear energy necessitates the need for nuclear energy 

governance. The countries running nuclear energy evolve regulatory and 

institutional mechanisms to govern the nuclear energy activities in their 

territory. Nuclear energy management, especially nuclear safety and security 

could be better if global cooperation is achieved by sharing experiences. 

Interestingly, a number of key global practices, including regulatory 

mechanisms entered the global nuclear regime because of the Chernobyl 

incident. The Chernobyl reactor, which is located in Ukraine now, was part of 

the Soviet Union’s inventory, and Moscow had to explain the actual details of 

the accident to the world. The general understanding was that such an accident 

could have global ramifications; therefore, the issues and the solutions should 

be framed in a global framework. Remarkably, several reports indicate that 

West European countries knew about the incident even before the Soviet 

people11 (who would have been more adversely affected had the incident turned 

worse) got to know.  

But, the legal and enforcement practices developed at the global level 

only become meaningful when national governments incorporate them into their 

regulatory and operational systems. And the fact is, that the practices  evolved 

at the global level are contributing to the national practices today.  However, 

several advanced nuclear reactor countries do develop their own safety and 

security practices taking into account their own threat perceptions and 

assessment of risk.   



 Over the years, the international community has concluded several 

treaties for nuclear safety and security. These treaties, implemented through 

national legislation, provide statutory frameworks to the national regulatory 

practices. These treaties, managed by different international organizations and 

bodies, provide useful platforms for information exchange, reviewing, and 

updating global practices. These reviews result in amendments in the treaties or 

new initiatives to address unforeseen challenges. Moreover, international 

organizations like the IAEA, which are depositories of  most of the treaties, help 

national governments in developing their regulatory systems. 

Several nuclear laws and conventions such as the Convention on the 

Prevention of Marine Pollution by Dumping of Wastes and Other Matter as 

amended, the Basel Convention on the Control of Tran boundary Movements of 

Hazardous Wastes and Their Disposal exist. For nuclear energy safety at the 

global level, other key treaties are: The Convention on Nuclear Safety; Joint 

Convention on the Safety of Spent Fuel Management and on the Safety of 

Radioactive Waste Management; Convention on Early Notification of a Nuclear 

Accident; Convention on Assistance in the Case of a Nuclear Accident or 

Radiological Emergency, 

The 1994 Convention on Nuclear Safety, enumerates fundamental safety 

principles, which the members of the convention are supposed to adopt for 

operating their nuclear power plants. It lays down the principle that the country 

or a consortium of the group of countries that holds the license of operating a 

nuclear installation shall be primarily responsible for its safety. For licensing 

and other safety purposes, it lays down the need for a legislative and regulatory 

structure, a regulatory organization, suitable financial means, trained manpower, 

radiation protection for workers and the public, comprehensive and systematic 

safety assessments, emergency preparedness, and so on. 

 The Convention also asks to choose a safe site for the construction of a 

reactor. Similarly, it also prescribes that the design and construction of the 



power plant should be done in such a way that it has “several reliable levels and 

methods of protection (defence in depth) against the release of radioactive 

materials”12It emphasizes the factors such as experience and testing for the 

design and construction of the plant. The Convention asks for establishing 

procedures for the operation, maintenance, inspection, and testing of a nuclear 

installation. It also has provisions for extraordinary meetings, the confidentiality 

of procured data, and the resolution of disputes.   

The 1997 Joint Convention on the Safety of Spent Fuel Management, and 

the Safety of Radioactive Waste Management, is an internationally legally 

binding mechanism to address issues arising from the safety of spent fuel as 

well as radioactive waste. No other instrument provides the authority to manage 

the safety of spent fuel and radioactive waste at the global level. It is also 

considered an ‘incentive’ convention because of the peer review process 

conducted every third year.13Spent fuel is generated after the use of nuclear 

material in the reactor (depending on the policy and the capability of a country), 

is further used or reprocessed for nuclear energy or weapons or finally left as 

nuclear waste. Radioactive waste generally has no further use. 

Like the Convention on Nuclear Safety, the Joint Convention has 

provisions such as proper selection, construction, and operation of the site. The 

only difference is that all the procedures are to be focused on managing spent 

fuel and radioactive waste. It also has the provision for emergency 

preparedness. But an extra section on transboundary movement of these 

materials makes this convention very special.  

The 1986 Convention on Early Notification of a Nuclear Accident, as the 

name suggests, is focused on nuclear accidents and covers the entire nuclear 

fuel cycle activities, including nuclear reactor operation. It also has the 

provision for the transport and storage of nuclear fuels or radioactive wastes. 

The treaty has the provision for consultations. It expects a member country, 

where a nuclear accident takes place, to provide details about the accident not 



only to the IAEA but also to the affected countries. According to Article 5 of 

the treaty, the country has to inform the affected countries and the IAEA: 

“(a) the time, exact location where appropriate, and (the nature of the nuclear 

accident; 

(b) the facility or activity, involved; 

(c) the assumed or established cause, and the foreseeable development of the 

nuclear accident relevant to the transboundary release of the radioactive 

materials; 

(d) the general characteristics of the radioactive release, including, as far as 

is practicable and appropriate, the nature, probable physical and chemical 

form and the quantity, composition and effective height of the radioactive 

release; 

(e) information on current, and forecast meteorological and hydrological 

conditions, necessary for forecasting the transboundary release of the 

radioactive materials; 

(f) the results of environmental monitoring relevant to the transboundary 

release of the radioactive materials; 

(g) the off-site protective measures taken, or planned; 

(h) the predicted behaviour over time of the radioactive release.”14 

The 1986 Convention on Assistance in the Case of a Nuclear Accident or 

Radiological Emergency deals with providing assistance to the affected member 

countries through bilateral and multilateral arrangements. The national 

government will remain in control while receiving assistance for dealing with 

nuclear emergencies. The other countries may offer assistance but may ask for 

reimbursement for it. It will be the duty of the assistance-seeking states to give 

all kinds of protection, including economic and tax-related to the assisting 

personnel from other countries or organisations. The assisting party may any 

time withdraw or terminate its assistance.  

The nuclear security regime consists of two conventions and some 

practices either arising out of these conventions or which are incorporated 

independently to meet some specific challenges. The most important convention 



are the 1979 Convention on Physical Protection of Nuclear Material (CPPNM) 

and its 2005 amendment, and the 2005 International Convention for the 

Suppression of Acts of Nuclear Terrorism is another important treaty for 

nuclear security.   

 The 1979 Convention lays down the need for protecting nuclear 

materials in domestic use as well as in international transport.  It too assigns the 

right and the responsibility of protecting these materials to a sovereign nation-

state.  The member of this convention is not supposed to export nuclear material 

unprotected during transportation. It will have to take assurance from a non-

state party recipient for the protection of these materials.  

The convention puts restrictions even on importing these materials. A 

member state cannot become a party to transactions of unprotected materials. 

The convention has an explicit provision for transit control of nuclear materials. 

The member states are also supposed to know from each other directly or 

through the IAEA, the points of contact, or as in the amended convention, to 

establish a competent authority, for the physical protection of nuclear materials. 

 It also makes it obligatory for a member country to inform, and if needed take 

assistance from the member states and the IAEA if it finds that nuclear 

materials are removed by theft or robbery or altered without any authorization 

as well as face a ‘credible threat’.  

 The convention mentions what constitutes a threat to nuclear materials. 

This includes any ‘receipt, possession, use, transfer, alteration, disposal or 

dispersal of nuclear material which causes or is likely to cause death or serious 

injury to any person or substantial damage to property.15 It also alludes to theft, 

robbery, misappropriation or deceitful procurement, use of force, intimidation, 

and so on vis-à-vis the protection of nuclear materials. A member state is not 

expected to indulge in an activity that may lead to a threat to nuclear materials 

of another country.  



A member state is also expected to help another member state as per its 

law and capability. The ultimate aim is to recover the removed or disposed-off 

nuclear materials. The Convention asks its members to make the illegal acts 

committed under this act a punishable offense. The treaty also encourages its 

member countries to cooperate in developing the design, maintenance, and 

improvement of the physical protection of nuclear materials. This convention, 

too, has a dispute resolution provision.  

The 2005 amendment to the Convention has underlined and incorporated 

several nuclear security issues. The convention explicitly mentions that any 

nuclear material or any facility storing such material, which has military uses, 

will be kept out of the purview of this convention.  The amendment also 

demands the member states take appropriate action to lessen the adverse impact 

of the radiological material affected by sabotage.  Interestingly, the amended 

convention inserts the following subsections in the convention by amending 

Article 2 of the original treaty. 

 “…The activities of armed forces during an armed conflict, as those 

terms are understood under international humanitarian law, which is governed 

by that law, are not governed by this Convention, and the activities are 

undertaken by the military forces of a State in the exercise of their official 

duties, inasmuch as they are governed by other rules of international law, are 

not governed by this Convention. … Nothing in this Convention shall be 

construed as a lawful authorization to use or threaten to use force against 

nuclear material or nuclear facilities used for peaceful purposes.”16 

The Convention has a graded approach for the physical protection of 

nuclear materials. For this purpose, it has divided nuclear materials into three 

categories based on the amount, and the level of risk involved with nuclear 

materials. The physical protection of all three categories will use different 

arrangements of protection using different tools on the basis of threats. With the 



progress of science and technology tools for physical protection are also 

changing or evolving.  

The 2005 International Convention for the Suppression of Acts of 

Nuclear Terrorism, is another important treaty for nuclear security.  Like the 

earlier treaties, this treaty assigns the responsibility of protecting nuclear 

materials to the national government, and any unauthorised possession, efforts 

for possession, or unauthorised use of nuclear/radiological materials is illegal 

and thus punishable. Like the CPPNM its focus is not on military-

relating nuclear materials or nuclear weapons.   

The 2005 convention further empowers a national government to exercise 

its authority over an offence not only in its territory but also on any vessel 

flying its flag or an aircraft registered in its country. A member country can also 

exercise its authority when an offence is committed by or against its nationals. 

This treaty asks its member states to report to the Secretary-General, the United 

Nations. However, the treaty does have a role for the IAEA for providing 

technical assistance. The member state is expected to neutralize all the harmful 

effects of radiological and nuclear materials. As it is relating to terrorism, most 

of the provisions, including extradition is oriented toward an individual-centred 

crime.  

Based on these treaties, the international organisations, mainly  IAEA, 

 have developed several operational documents such as Advisory Mission on 

Regulatory Infrastructure for Radiation Safety and Nuclear Security, 

Preparedness and Response for a Nuclear or Radiological Emergency 

Involving the Transport of Radioactive Material,  and Regulatory Oversight of 

Ageing Management and Long Term Operation Programme of Nuclear Power 

Plants,  which provide detailed provisions or guidelines to implement the 

objectives of these conventions. The IAEA Action Plan on Nuclear Safety and 

the Operations Manual for Incident and Emergency Communication are also 

useful guides for the safety and security management of nuclear installations. 



 All these operational documents lay down a number of procedures and 

practices for the operators of the reactors. Peer review of activities of nuclear 

reactors has emerged as an important practice in nuclear energy operation. The 

guidelines suggest an exchange of information for any collaboration among 

operators, regulators, and affected stakeholders. Regular inspection is an 

important practice for the health of a nuclear power plant. The practice of 

surveillance, maintenance, and replacement of components over the years is 

suggested for avoiding accidents. 

Although a number of international organisations such as the 

International Nuclear Regulators Association, the Nuclear Energy Agency of 

the Organisation for Economic Cooperation and Development, and the World 

Association of Nuclear Operators are active in safety and other nuclear advisory 

roles, the centrality of the IAEA is an established fact. It has helped 

the development of a 'global, unified incident and emergency reporting system’ 

linking the Emergency Notification and Assistance Technical Operations 

Manual and ‘the Nuclear Events Web-based System (NEWS) mechanism’.   

  The IAEA members, other international organizations, and the people, in 

general, are supposed to receive ‘timely, clear, factually correct, objective and 

easily understandable information on the potential consequences of an 

emergency. Of course, the member states are required to cooperate with the 

IAEA. The practices evolved for IAEA member states demand well-timed 

management and delivery of assistance or advice when a member or 

international organization asks for it.   Incident and Emergency Center is the 

IAEA’s nodal agency for this task. The IAEA emergency response mechanism 

consists of (1) a 24/7 warning point; (2) an on-call system; (3) an on-duty 

system; and (4) an IES Steering Group. 

  The IAEA has designed a manual for countering terrorist attacks or other 

acts of sabotage or damage caused by extreme weather conditions such as 

earthquakes and floods. The IAEA has engaged security specialists to foresee 



malicious attacks involving missiles and aircraft17on nuclear facilities, including 

nuclear reactors. The need for coordination of ‘intelligence services, the armed 

forces, the police, local government authorities, municipalities and civil defence 

organizations’18in a country is recommended as a good practice. Operators are 

now aware of building robust reactors so that they meet challenges such as 

missiles and drone attacks on the reactor.  

At times the requirements of security disturb safety and vice versa. 

Generally, access control is frequently cited for providing security but this may 

hamper safety. Integration of nuclear safety and security for optimisation of 

resources has emerged as a good practice for nuclear operators. At the 2012 

Seoul nuclear summit, the combination of both the aspects became a matter of 

special attention. The Fukushima incidents greatly shaped the fusion of 

concepts.  For example, huge concrete and steel constructions of a power plant 

are useful for both safety and security.  

At the very beginning of the Russia-Ukraine conflict, the IAEA issued a 

set of seven principles to ensure the safety and security of nuclear 

installations.19 These principles reflect the summary of the best practices that 

have been devised by the international community and have evolved over the 

years. The international community and its principal organization, the IAEA, 

maintain that apart from the safety and security of nuclear installations nuclear 

materials also need to be secured and safely placed. 

1.    “The physical integrity of the facilities – whether it is the reactors, 

fuel ponds, or radioactive waste stores – must be maintained; 

2.      All safety and security systems and equipment must be fully 

functional at all times; 

3.     The operating staff must be able to fulfil their safety and security 

duties and have the capacity to make decisions free of undue pressure; 

4.     There must be secure off-site power supply from the grid for all 

nuclear sites; 

5.     There must be uninterrupted logistical supply chains and 

transportation to and from the sites; 



6.     There must be effective on-site and off-site radiation monitoring 

systems and emergency preparedness and response measures; and  

7.   There must be reliable communications with the regulator and 

others.” 20 

 

Action through the Best Practices in Ukraine 

As discussed earlier, the Chernobyl incident had already established some 

special relationship between the safety practices devised by the operators and 

international organizations like the IAEA.  The 30-kilometer exclusion Zone 

around the Chernobyl nuclear reactor complex established after the 1986 

accident is one unique practice. This zone is basically to be kept unpopulated. 

The zone had 187 ‘small communities’ earlier.21People from these communities 

had been evacuated and shifted to the nearby areas like Slavutich (which is 

currently under attack in this conflict). Some of the people returned or 

temporarily visited the zone, which still has radiation levels higher than normal 

places but not quite so lethal as before.22Children are discouraged to come to the 

zone.  

Reporting and Operating: 

 As discussed earlier, the safety and security of a nuclear reactor is 

primarily the responsibility of the national government, and it is the duty of the 

operating country to inform IAEA and the concerned parties about any mishap 

or security lapse. In the Ukrainian case, too, the information flow on the nuclear 

facilities falling in the war zone is the responsibility of the Ukrainian 

government. Even instruments like the radiation monitoring devices installed by 

the IAEA in the Ukrainian nuclear facilities, are to be protected by Ukraine. It 

may appeal for assistance from the IAEA and the international community.    

As expected under the rules and established practices, the Ukrainian 

government, and its regulatory body --  the State Nuclear Regulatory 

Inspectorate of Ukraine(SNRIU)--have been reporting developments regarding 

the safety and security of nuclear power plants to the international community 



and international organisations like the IAEA. Interestingly, in 2018, G-7 was 

unhappy with Ukraine for not assigning an independent status to its proposed 

regulatory body23-- created for licensing and inspections.  

What did Ukraine report to the IAEA, and others? First, from the very 

beginning of the conflict, Ukraine informed the IAEA of the number of reactors 

that are connected to the grid. It also informed how many of these reactors had 

been shut down for maintenance and the difficulties which were coming in the 

way of operating the power plants due to the conflict. It thus reported the status 

of the supply chain and spare parts for maintenance and the state of affairs of its 

nuclear staff employed for operating power plants and relating facilities. 

Second, the Ukrainian authority apprised the IAEA and the world of the 

extent of damage done in the conflict by Russian shelling or missiles to the 

nuclear facilities, especially the power plants, cooling system, and diesel 

generator building. On 27 February, the SNRIU reported that a missile had hit 

the facility but it assured that no serious impact was made.24It also informed 

wildfires/bushfires around the nuclear power plants. Third, it told the IAEA of 

the need for assistance, including expertise and equipment for safe and secure 

management of the nuclear power plants. Fourth, it updated the level of 

radiation around the plants and the danger of spreading it beyond.  

The IAEA also outlined limits to its involvement in the conflict zone. In 

general, the IAEA chief expressed concern over the physical genuineness of 

nuclear facilities, functioning of off-site power flows, and logistical supply 

chains.25  The IAEA chief found many of the seven pillars, he had enunciated at 

the time of the beginning of the conflict, ‘already compromised’.26The IAEA's 

Incident and Emergency Centre (IEC) was at the forefront in receiving and 

disseminating necessary data on radiation measurements. Results of the 

radiation measurement were displayed on the IRMIS map, which is a web-based 

device for voluntarily distributing radiation data to the IAEA and participating 

countries. 



Thus, the IAEA can give an independent assessment of the claims and 

counter-claims. The IAEA stated that the diesel generator had remained intact 

after the 25 June attack and the radiation level of the facility was not a matter of 

concern.27  In yet another case, when it was reported that Russian forces had 

received high doses of radiation in the Chernobyl exclusion zone, the IAEA 

declined to confirm the report.28 However, the IAEA chief did acknowledge that 

the situation in the ZNPP is quite tough as the areas are under Russian control 

while Ukrainian safety and other personnel are running the plant.  

As per the practice, the national government, where nuclear power plants 

are located, will establish its jurisdiction or authority after the disruption; the 

Ukraine government and Ukrainian workers did so and continued operating 

nuclear power plants after disruptions or with the relative normalisation of the 

situation. At times, rotation of the staff became a matter of alarm, and the 

Ukrainian authority did its best to handle it in trying times. The Ukrainian 

government also resumed its regulatory control after the improvement of the 

situation. The direct contact between the power plants and the SNRIU were also 

started after the temporary halts during the crisis. As per the advice from the 

IAEA and elsewhere, the Ukrainian authority paid attention to erecting 

alternative arrangements, especially power supply, to ensure safety of the 

nuclear power reactors and associated facilities.  

 Visits: 

Update 80 of the IAEA, dated 7 June 2022, informed: “The IAEA has so 

far sent three combined safety, security and safeguards missions to Ukraine, two 

of them personally led by the Director General.”29An IAEA team had visited 

Chernobyl at the end of April, 2022 and a second mission in the first week of 

June, 2022 for undertaking safety, security and safeguards tasks30.On a number 

of occasions, in recent months, the IAEA chief stated that he is willing to bring 

together and lead yet another international mission to Ukraine.31 



The IAEA has placed safeguards surveillance systems at some of the 

Ukrainian nuclear power sites, including ZNPP and Chernobyl. Because of the 

conflict, the IAEA has been losing contact with the installed surveillance 

systems. The IAEA reported that it still faces the problem of a limited shortfall 

of safeguards data transmission from the Chernobyl site.32It wanted to send a 

team of its technicians to visit the site and restore the connection properly. It 

indicated that its mission work is focused on ‘essential nuclear material 

verification work’ when its personnel visits the facility.  

The IAEA inspected the physical protection provisions at nuclear, spent 

fuel, waste, and radioactive material complexes. It identified potential areas of 

cooperation between the Ukrainian government and the IAEA.  At ZNPP, the 

IAEA lost contact with the system on 30 May 2022, for two weeks, then again 

on 25 June 2022, but contact was restored on 1 July 2022.  

Assistance: 

The IAEA is the “single point of contact”33for technical assistance to 

Ukraine in the current conflict. The objective of the IAEA is to diminish the risk 

of a critical nuclear accident in Ukrainian power plants. IAEA’s Response and 

Assistance Network (RANET), enables willing parties or entities to catalogue 

their offers for support. G-7 countries pledged their support to strengthen the 

safety and security of the Ukrainian nuclear installations.34Quite significantly, 

Rosenergoatom, which is a division of the Russian nuclear company, the 

Rosatom, also provided assistance to ZPP.  Its nuclear specialists tried to work 

with the Ukrainian body.  

As of June 2022, 11 member states responded to the list of items sought 

by the Ukrainian government. The list had ‘radiation measurement devices, 

protective material, computer-related assistance, power supply systems and 

diesel generators’35and many such critical items. The IAEA publicizes the list 

(regularly updated) on its Unified System for Information Exchange in Incidents 

and Emergencies (USIE). The Russian government, too, assured the IAEA that 



on 14 March 2022, the electricity supply to Chernobyl had almost been 

normalized.36It clearly demonstrates that Russia was also acting responsibly, 

and was aware of catastrophic consequences of mishandling of the safety and 

security arrangements of the Ukrainian nuclear power plants.  

The IAEA chief promised to deliver the required items directly to the 

facilities where these items are needed.37In fact, the IAEA worked with Ukraine 

to establish the radiation measurement system which was disrupted but restored 

later.  The IAEA chief, in one of the updates issued in June 2022, stated: “I have 

called for restraint from all measures or actions that could jeopardize the 

security of nuclear and other radioactive material, and the safe operation of any 

nuclear facilities in Ukraine.”38The IAEA also trained Ukrainian nuclear staff 

about the radiation monitoring equipment. 

Conclusion 

Whatever the name given to the Russia-Ukraine military engagement—

war, invasion, military operation or conflict—a difficult situation exists for a 

normal operation of nuclear energy plants. The military conflict undoubtedly 

has threatened the basic safety and security infrastructure of the plants 

notwithstanding the intention of the conflicting parties. A sinister design behind 

the attack on or near nuclear facilities, visualised by a section of the 

international community in the early weeks of the conflict, may not have been 

witnessed yet.  

Russia has denied any design to attack nuclear reactor as part of its war 

strategy. The role of Russia, which is a member of all the conventions, is quite 

central in preserving or helping to preserve the safety and security architectures 

of the nuclear power plants of Ukraine. Russian forces control the area but the 

Ukrainian personnel are operating the reactors. This is possible only because of 

the Russian indulgence. 

In Ukraine, the sheer existence of the government has played a great part 

in managing safety and security practices. The regulatory body of Ukraine (even 



if it is not as independent as desired by Western countries) is fully active to 

ensure safety and security of nuclear power plants.  

The world looks to the IAEA to provide an objective assessment. The 

IAEA has also demonstrated leadership in this crisis. As a depository of the 

safety and security practices, it has remained active in the conflict playing a 

distinguished role in fostering compliance with its practices by both concerned 

parties. The global practices evolved over the years may not be adequate for a 

conflict or a war but the lessons and gathered experiences are greatly alleviating 

the situation in Ukraine.  
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